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Overview

This document provides information about version 3.6.5 of the Velocity Certificate Checking Service, which is a key software
component of Identiv’'s FICAM Solution. (This version corresponds to the Velocity 3.6 SP2 release.) After you license and install the
Velocity Certificate Checking Service, it extends the Velocity user interface to include numerous features which are documented in the
main Velocity context-sensitive help system. Be sure to read the new FICAM Solution section of that help system for important
information about how to configure and use Identiv's FICAM Solution.

This document also includes information about Installing and Licensing this service.

FICAM is the acronym for Federal Identity, Credential, and Access Management, which is an architectural roadmap and implementation
guide designed to help U.S. federal government agencies improve the security, cost, and interoperability of providing their services.
Identiv's FICAM Solution includes the following hardware and software components:

e The 3.6 SP2 release of the FED Unlimited Edition of Velocity (running on a Windows server and Windows client PCs)

e The Velocity Certificate Checking Service (running on a Windows server)

e M2, M8, or Mx controllers

e A SNIB3 communications expansion board, for each controller running in FICAM mode

e An RS-485 Readers Expansion Board (RREB), for each controller running in FICAM mode

e Identiv's uTrust TS Government readers (which are FICAM-capable RS-485 card readers)

e To enroll PIV, PIV-1, or TWIC cards into Velocity, you also need a FICAM-capable smart card reader with contacts
For most customers, Identiv's FICAM Solution enables you to upgrade an existing Velocity system, instead of having to purchase and

install a new physical access control system. Even when FICAM mode is enabled, the other components of your existing Velocity
system will continue to function as before. This enables a smooth migration as you replace old readers and enroll new credentials.

The following table shows the compatible versions of the software components in Identiv's FICAM Solution, corresponding with the
Velocity 3.6 SP2 release.

Compatible version for
FICAM Software Component:  Velocity 3.6 SP2

CCM firmware 7.5.64
SNIB3 firmware 2.01.0011

uTrust TS Government reader | 2.1.315
firmware (TRN file)

Velocity 3.06.005

Velocity Certificate Checking 3.6.5.118
Service

Information about the hardware components of Identiv's FICAM Solution is available in the DIGI*TRAC Systems Design and
Installation Guide. (Additional information about Identiv’'s FICAM Solution is available at the following Web page:
https://www.identiv.com/products/physical-access/hirsch-government-ficam-solution.)
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Installing and Licensing this Service

Part of setting up Identiv's FICAM Solution involves installing and licensing the Velocity Certificate Checking Service, which consists of
the following three tasks:

1. Contact Identiv to purchase the Velocity Cert Check Service, and then install it (on the same computer as your Velocity Server).
2. Obtain a license for the Velocity Cert Check Service from Identiv.
3. Add the license key for the Velocity Cert Check Service to the Velocity License Manager.

After installing the service, you must also perform a few configuration and setup tasks.

Task 1: Contact Identiv to purchase the Velocity Cert Check Service, and then install it.
Step 1. Obtain the installation file for the Velocity Cert Check Service from ldentiv, and copy it to your Velocity Server.

Step 2. Locate the installation file (such as VelocityCertService_3.6.5.1NN.exe), then right-click on it and choose the “Run as
administrator” command from the pop-up menu.

N 20 L= Application Tools Drop I;‘i-
m Home Share View KManage . 8

& * & » This PC » Local Disk (Cz) » Drop » v & Search Droy B2

 Favorites Mame - Date modified Type Size

B Desktop (DVDWelocity_03-06-002-35(DVD) S/47 2015 2:16 PM

& Downloads . Certs ] 165

<, Recent places Office 2013 B/6/3015 2:59 PM File folder

| Velocity_Installer_03.06.003.90 {3.6 5P1) SNINETIEPM  F

& This PC 1= | (DVD)Welocity_03-06-002-35(DVDY) TA2472015 916 AM ZIP File

i Desktop L | cem?_5_37_.cem 13/2016 1017 AM

Documents L | cem?_5_63_.cem

& Downloads Mew Text Document nent K

u Music SMIB3_PW_02_01_0002_US5.dat TF

& Pictures | SMIB3_Pw_02_01_0002_USS 8/24/2016 1:52 7IP File

B Videos L SNIB3_FW_02_01_0005_US5.DAT 9/26/2016 5:59 PM DAT File

i Local Disk (C) « | SMIB3_FW_02_01_0005_LISS 32872016 11:04 AM

| upgradeData.bak 425 T2 P B

€ Metwork [ VelocityCertService_3.6.5.108 9217201 7,854 K

E VelocityUpdate. 03.06.005.18 9/21/2016 %:58 AM Application 115,825 KB

15 items | iterm selected 27.2 MEB ! =| =

NOTE: If your Velocity system is already running the previous certificate checking service provided by Identiv's Professional
Services Group, the installer will automatically upgrade your system to use the new Velocity Cert Check Service, and your
existing configuration settings will be migrated from the config.xml file into the Velocity database.

Step 3. Start the Velocity Cert Check Service, to populate the Velocity database with the Validation Engine’s System ID
(license key).
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Task 2: Obtain a license for the Velocity Cert Check Service from Identiv.

Step 1. Right-click on the icon for Velocity's Service Control Manager (in the Windows tray), and choose Settings.

Stop Velodty Security Domain Service

Stop Velodty DIGI*TRAC Metwark Service
Stop Velocity SQL Writer

Stop Velodty Server Extension Service

Stop Velodty CCTV Service

M=

Stop Velodty Web Service

Velodty License Manager

i &

Settings

Exit
- ¥ E& [ B |-l ':J

Step 2. In the resulting Velocity Settings dialog:

A. Click on the Velocity Cert Check Service entry in the left-hand pane.

Velocity Settings... x

e ~Welocity Cert Check Service Settings
CETY

Databaze

W etwork,

Diagnostics

Advanced

ielocity Cert Check Servic

Canfigure

w0

| Help | oK | | Catcel

B. On the resulting Velocity Cert Check Service Settings page, click on the Configure button.
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Step 3. On the General page of the resulting Velocity Cert Check Service Configuration dialog, copy the value in the
System ID field to the Windows Clipboard, then paste it into an email message.

==l

E Velocity Cert Check Service Configuration
General | Enrolment Listener | Scheduled Certficate Checking | MiY Listener | RUL Listener | Unattended RULI Enroliment | FICAM Vaiidation Opfions |

—MNetwork Settings:
IP Address: | 152 _ 168 . 4 127

r—Certificate Check AP| Settings

Cert Check API ICodebench = I

—Validation Engine APl Settings
- ™ Enforce FICAM strict compliance
|Svstem ID: BNKSZWE |
Cert Check Type: CPY d

V¥ Enable OCSP Failover
Log Level IDEBUG 'I

Cert Check Timeout: |3,D T oEErTIS

SCVP URL: [prmboon

OCSP URLs:

http://seclab7 ncsl nist.gov

CPV Policy:

Help 0K Cancel
_teb | [ o< |

Use Alt + first letter of tab name to go to each tab

Step 4. Right-click on the icon for Velocity’s Service Control Manager (in the Windows tray), and choose Velocity License

Manager.

Step 5. On the resulting Velocity License Manager window, copy the value of the Velocity Server ID field (on the top line) to
the Windows Clipboard, then paste it into the email message.

[Server 1D: B6FH-AD3B-BEDB-JKZ6| =2
Server Name: ENG-KURT

Component Description 2:55::en| Status Eﬁ::ha =il DE:;.:\erat\nn

Number (SEN)
Velocity Velocity Standard License NIA Active 1A1/0001 N/A Details
ADIntellex Velocity Video Plug-in - AD Intellex 153917 Active 1/6/2016 1/5/2017 Details Deactivate
Aventura Hybrid NVR | Velocity Video Integration Plug-in - Aventura 153632 Active 10/27/2014 Ji22/2017 Details Deactivate
Add [ Renew License

I
Step 6. Compose your email message so that:

A. ltis addressed to vlas@identiv.com.

B. It has a Subject such as “License Request for Velocity Cert Check Service".

C. The Body includes the System ID value and the Server ID value.

Step 7. Send the email message.

Step 8. Close the Velocity License Manager.
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Task 3: After Identiv sends you a license key for the Velocity Cert Check Service, add it to the Velocity License Manager.

Step 1. Right-click on the icon for Velocity’s Service Control Manager (in the Windows tray), and choose Velocity License
Manager.

Step 2. Copy the license key (which is a large block of letters and numbers) in the email message from Identiv to the Windows
Clipboard.

NOTE: If your Velocity Server is on a different computer, paste your license key into the Windows Notepad, save it
as a text file, and transfer it between computers using a USB drive. Make sure that the word wrap option is turned
off, which is indicated by the absence of a check mark in front of the Format » Word Wrap command.

| Untitled - Notepad [E=8(EcR ==
File Edit | Format | View Help

P7Fnw/ Word Wrap i 3vitcPIK/qXYKE4kAeAs8pBCsOMEKF 3R] S5UH -
Font...

4 1

Step 3. On the Velocity License Manager window, paste the license key into the Add / Renew License field, then click the
Add / Renew button.

o Velocty License Manager BE |

Server ID: 5CZI4=DBHJ-FG4Z-ESEl ﬂ
Server Nams: IDDC-SERVER2012

Suppont Ertiiement
Componert Descrighion » SEN) Stabus Diste Purchased Expirstion Diste
Velocly Standard License WA Bctree 1710000 M Detads
_ Velocty Cetficate Checking Senvice 154168 betve | W20/2016 182018 Detsis Deactivate
Add | Renew License
~ Licarme Key S
ﬂq&#u:vruzgq:wzlrh 264X WO M E THYG SmAK ThA HhEY AV

0K 020X FubMgBoSPa Vo gk KNG TMS Xa | LUBHEGIEP Doy ML SMELA Ry 3ap 360 EFHIL iCm*S‘«.-’x Lifgh2Mecela

+lamB5ES1PHo SabvBEZ2G I B Hoo LU 1P M SR VA MU 1 272420 I & HUMWEh KL PaASWL oMy

*pc SqEShHASSGOR0rS e FIMGCO Ty WicP OKY D Ve ZaXDckeLwWRE, nx?::wLf-.lw:bi&ra3%‘#2}\’.‘:};%-:5«?;\-'\6Sw\x"f&vi_l‘msaﬂ\-hu?h

«hw 5B/ S UwoewLCHOGM. mocMBu 5080 -siMALnc 2w ARy 2x T B5GRAE] a4 i THeH Pewle

B2 E GPOMITIO T 20x g el NCSPFADPEDVEe ZaGu TaT, AP /gL Srpa Wime F O+ flag TE2a 2w
VAL 39TeE/ P lobiLGRIpe 3 15w BumrAG YD ‘lﬁ-as-i:m X COF!JEFI-‘ D 2o Sua W Sor Ya D S22 MG ESh

F'I' "THGEE50R S IpCw Dy e 72 360 REDv SEVE B Bu Imudd B FLEI Rcd)

BPEw
WEW\:C'QUJ:}PR&-WDLJNE,CFE? <2 WinJ0P 3ZERZ26K AN QB TFF Sy WEVIDGh/SdAYKL Oy oA ez eﬂ;uia:qn;-i
License Key End

The following dialog should be displayed:

Hirsch Velocity X

License value has been updated successfully.

0K

Step 4. Click the OK button to close this dialog, and then close the Velocity License Manager.

Note that there are many other steps you must perform when upgrading an existing Velocity system to be FICAM-capable. Be sure to
see the FICAM Solution > Checklist for Installing and Configuring Identiv's FICAM Solution topic in the Velocity help system.
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