1D ENTIV

To our valued partners and customers,

The Equifax breach announced on September 7, 2017 leveraged a vulnerability in Apache Struts, a 3rd
party component and popular framework for developing web applications. The vulnerability, CVE-2017-
5638, allowed malicious code execution on the server in affected web applications using Apache Struts.

Since the discovery of this initial vulnerability, several others have been detected with similar results:
CVE-2017-9805
CVE-2017-12611

Identiv has investigated its current product lines to determine whether its products are affected by
these vulnerabilities. After completing the investigation, Identiv has determined that the Identiv
Connected Physical Access Manager (ICPAM) product includes a version of Apache Struts that is not
affected by these published vulnerabilities and therefore ICPAM is NOT vulnerable to these attack
vectors.

For additional details on these vulnerabilities, please see the following links:

https://nvd.nist.gov/vuln/detail/CVE-2017-5638

https://nvd.nist.gov/vuln/detail/CVE-2017-9805

https://nvd.nist.gov/vuln/detail/CVE-2017-12611
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